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China’s cyber-hacking
Getting Ugly

If China wants respect abroad, it must rein in its hackers
Feb 23rd 2013

Vocab
1. hack v. (HIEAKEUNEZEER) BN, IEEHAN (tARITENZRL) If someone hacks
into a computer system, they break into the system, especially in order to get secret information.
e.g. The saboteurs had demanded money in return for revealing how they hacked into the
systems AILEWEBIRAERESEN, UEREE B SERUNEHEEHF LB AR FAIIRSE M.
2. cyber n. connected with electronic communication networks, especially the Internet 2
i, IHENRY , BT, MBS, WESRY ( TTFEEERM )
3. rein in n. #=Hl;295R To rein in something means to control it.
e.g. His administration's economic policy would focus on reining in inflation... {89 B fF A2 555

REMET=HE R,

FOREIGN governments and companies have long suspected that the Chinese hackers
besieging their networks have links to the country’s armed forces. On February 19th
Mandiant, an American security company, offered evidence that this is indeed so. A
report, the fruit of six years of investigations, tracks individual members of one Chinese
hacker group, with aliases such as Ugly Gorilla and SuperHard, to a nondescript district in
residential Shanghai that is home to Unit 61398 of the People’s Liberation Army. China
has condemned the Mandiant report. On February 20th America announced plans to
combat the theft of trade secrets.

Vocab
1. besiege v. [Mi¥t; 244 If you are besieged by people, many people want something from you
and continually bother you.

e.g. She was besieged by the press and the public. i # SR F1 /A AR U EA R,
2. force n. a group of people who have been trained to protect other people, usually by
using weapons EZEERBA ; ZBRA

e.g. rebel/ government forces ¥/ BFREEIE
3. track v. BERIEZE IR If you track someone or something, you investigate them, because you
are interested in finding out more about them.

e.g. If it's possible, track the rumour back to its origin...21REJ8E, NIEEIES IRk,
4. hacker n. a person who secretly finds a way of looking at and/ or changing
information on sb else's computer system without permission 2% , & ( M5 MELKET
EATBENERER )
5. aliase n. 3l&
6. nondescript adj. having no interesting or unusual features or qualities F4FERY ;
/Y ; E2XMMERY

e.g. Europa House is one of those hundreds of nondescript buildings along the Bath Road.ki %
EAMEEIANBGRPBLERA L TFEELIFEBNERZ—,



7. residential adj. suitable for living in; consisting of houses rather than factories or
offices EBEREMEN ; £E/Y
8. People's Liberation Army n. ARMBHNZE (FEARENENHRENEZ, BIEH. 8. T=F,
IR FNEMEN927F8 A1 AT IAEHET RMSNEINRMEERTERNKIBEEN; 8H1H
ERNEETEERA)
9. condemn v. ~ sb/ sth (for/ as sth) to express very strong disapproval of sb/ sth,
usually for moral reasons (EERENX FHEEM ) BXS |, 185

e.g. The government issued a statement condemning the killings. BUff &R EBIEETIXLE
XIFRE.
10. trade secret n. a secret piece of information that is known only by the people at a
particular company EgMIFLER

Mandiant claims that hackers at Unit 61398 have stolen technology blueprints,
negotiating strategies and manufacturing processes from more than 100, mainly
American, companies in a score of industries (see article). Its report does not name the
victims, but a related New York Times investigation has found evidence that hackers
targeted a company providing internet security for American spooks. The hackers also
gained access to the systems of an American defence contractor. Perhaps most
worrying, they broke into networks of a company that helps utilities to run North American
pipelines and power grids. Nobody knows how many billions of dollars cybercrime costs
businesses. But pretty much everyone has come to believe that China is the most
egregious offender.

Vocab
1. negotiate v. ~ (with sb) (for/ about sth) to try to reach an agreement by formal
discussion ¥ ; ErF ; thE

e.g. The government will not negotiate with terrorists. BUF AR WD FRH,
2.spook n.a spy B ; %L
3. contractor n. a person or company that has a contract to do work or provide goods or

services for another company &BA ; FEH ;| K8 E
e.g. a building/ haulage, etc. contractor {#%,. RizEFFKEH
4. power grid n. BAIK; SBIESHIR
5. cybercrime n. M4EICTE
6. egregious n. extremely bad ¥FERY ; TRIAHY
e.g. ...the most egregious abuses of human rights. X3 A X A9 ™ & [ B
7. offender n. a person who commits a crime JE5E& ; iE£E ; T8I
e.g. a persistent/ serious/ violent, etc. offender 12, F|IE. EHILE

America is not an innocent in the world of cyber-spying. It does plenty itself, and
acknowledges that these operations are a legitimate part of national security. At the same
time, however, it should do more to promote the idea that everyone would gain from
“cyberarms control” to set the rules of engagement.

Vocab
1. innocent adj. ~ (of sth) not guilty of a crime, etc.; not having done sth wrong o=/ ;
iBERY ; F5ERY

e.g. He was the innocent party (= person) in the breakdown of the marriage.{t{{JY4E
IR | R B —7a.

2. legitimate adj. for which there is a fair and acceptable reason IE4&TEH ; SESEN



e.g. It seemed a perfectly legitimate question. i X{UFE=L S FIEEH,
3. cyberarms n. W& H 23
4. engagement n. an agreement to marry sb; the period during which two people are
engaged iJ1§ ; 1JiEHAE

e.g. She has broken off her engagement to Charles. it 2 fZi&RZ/RETANISA.

The Mandiant report shows China’s definition of national security includes outright theft.
One lesson is that all companies need urgently to upgrade their defences. President
Barack Obama has announced measures for greater co-operation between American
firms and government agencies to share information. Many companies have been too
scared to admit they have been hacked, for fear of alarming clients and investors. In their
own interests, they need to open up.

Vocab
1. definition n. what an idea, etc. means X

e.g. What's your definition of happiness? {RI=EIENBHA ?
2. outright adj. open and direct 7Y ; BEEM ; BHE 7389

e.g. There was outright opposition to the plan. iZitXERI AFEER R,
3. urgently adv. 8iith; Ea2ith; 20t
4. greater adj. SABMNBFER, HEFFEMINXRBXEANENET) KB Greater is
used with the name of a large city to refer to the city together with the surrounding urban and
suburban area.

e.g. ...Greater London. K16 X
5. co-operation n. ~ (with sb) (in doing sth) | ~ (between A and B) the fact of doing sth
together or of working together towards a shared aim &1E ; #/ME

e.g. We would like to see closer cooperation between parents and schools. F{J&BEZF
ERKINFREEINEZNEE,
Sentence
In their own interests, they need to open up. XEFIERER, FEKXBEH, tils9FzE, LA
tMEELF,

America also needs to make it clear to China that state-sponsored crime is unacceptable.
Until now the United States has tended to complain about China’s cyberthieves behind
closed doors in discussions with Chinese officials. But with more evidence emerging of
China’s flagrant abuses, more naming and shaming should be considered.

Vocab
1. state-sponsored adj. EIZRZI5H
2. cyberthieves n. MEHMH, (SE)
3. flagrant adj. shocking because it is done in a very obvious way and shows no respect
for people, laws, etc. ZANTERY ; AREY ; SEEAREZRY
e.g. He showed a flagrant disregard for anyone else's feelings. fB/ AR ARIR
1B,
4. shaming adj. causing sb to feel ashamed & AZE Y
e.g. a shaming defeat by a less experienced team & AEIEHE— LA E SHIME

Control, Alt, Delete
There are lessons for China’s new leader, too. Xi Jinping has come to power suggesting
that China must embrace reform and show more respect for the rule of law. Now he has



the chance to demonstrate that he really means this. China claims the Mandiant report is
flawed and lacks “technical proof”. That is a missed opportunity. Though it goes against
every instinct of the secretive Communist Party, Mr Xi could acknowledge that cybercrime
emanates from state-sponsored entities and that his government will now rein them in. If
he does not, China will be taken less seriously when it decries the West’s talk of a “China
threat”. And Chinese companies will continue to be treated with suspicion when they seek
to buy or work with businesses abroad. China should bring its army of thieves to order.

Vocab
1. Control, Alt, Delete ##& FA9IRH, XERE windows & (FE N Mac #2/N\E1)
2. demonstrate v. ~sth (to sb) to show sth clearly by giving proof or evidence #EBg ; ilE
T ; iBIE ; BE
e.g. These results demonstrate convincingly that our campaign is working. IX445RE
JIHEIERR |, FAIAENEFEAIEER.
3. secretive adj. tending or liking to hide your thoughts, feelings, ideas, etc. from other
people ( BIE. 1BREF ) FHNERY ; IRTHEEECH ; BIRATFAY
e.g. He's very secretive about his work. 1338 S T{EFEUR.
4. emanate v. to produce or show sth =4 ; ®Il ; B/~
e.g. He emanates power and confidence. BRI HHEFS L.
5. flawed adj. BRI B IR, B ERFERY Something that is flawed has a mark, fault, or mistake
in it.
e.g. ...the unique beauty of a flawed object... B I Y] mAYIHYF =
6. rein in PHRASAL VERB #gi&zhi3 #=1l;295R To rein in something means to control it.
e..g His administration's economic policy would focus on reining in inflation...ft? B9 B fF A2 555
HG M E TEHR AR
7. order
PATTERNS

¢ to order /tell/instruct/direct/command sb to do sth

¢ to order /instruct/direct/command that_

¢ to do sth as ordered/told/instructed/directed/commanded

Sentence

China claims the Mandiant report is flawed and lacks “technical proof”.
FF: China claims (that) &7 that,

MBENIBIEER is H lacks

This article appeared in the Leaders section of the print edition
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If China wants respect abroad, it must rein in its hackers.
R Ay AN, A R 4 B

FOREIGN governments and companies have long suspected that the Chinese hackers
besieging their networks have links to the country's armed forces. On February 19th



Mandiant, an American security company, offered evidence that this is indeed so. A report,
the fruit of six years of investigations, tracks individual members of one Chinese hacker
group, with aliases such as Ugly Gorilla and SuperHard, to a nondescript district in
residential Shanghai that is home to Unit 61398 of the People's Liberation Army. China has
condemned the Mandiant report. On February 20th America announced plans to combat
the theft of trade secrets.

KIALLK, SMEBUFFIA A —EREE. 2k A C MR ERESEHR. 2A19H, %
] 2t B Rp e A s m R A TR, IR — Ao %A RPREON AR I R B T iR
H, B ERF R RO IR R BT, RAETE RS ARIR
P JiEe B DX — — 1 8 L TR+ N AT 61398 R A Y FIr FEdth o+ 7 S aX Ay #f 7 LA 17 i
o 2H20HSEEEA , HEIT LIRS RITT 9.

Mandiant claims that hackers at Unit 61398 have stolen technology blueprints, negotiating
strategies and manufacturing processes from more than 100, mainly American, companies
in a score of industries. Its report does not name the victims, but a related New York Times
investigation has found evidence that hackers targeted a company providing internet
security for American spooks. The hackers also gained access to the systems of an
American defence contractor. Perhaps most worrying, they broke into networks of a
company that helps utilities to run North American pipelines and power grids. Nobody
knows how many billions of dollars cybercrime costs businesses. But pretty much
everyone has come to believe that China is the most egregious offender.
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America is not an innocent in the world of cyber-spying. It does plenty itself, and
acknowledges that these operations are a legitimate part of national security. At the same
time, however, it should do more to promote the idea that everyone would gain from
"cyberarms control" to set the rules of engagement.
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The Mandiant report shows China's definition of national security includes outright theft.
One lesson is that all companies need urgently to upgrade their defences. President
Barack Obama has announced measures for greater co-operation between American firms
and government agencies to share information. Many companies have been too scared to
admit they have been hacked, for fear of alarming clients and investors. In their own
interests, they need to open up.
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America also needs to make it clear to China that state-sponsored crime is unacceptable.
Until now the United States has tended to complain about China's cyberthieves behind
closed doors in discussions with Chinese officials. But with more evidence emerging of
China's flagrant abuses, more naming and shaming should be considered.
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B, B, Mg (Control+Alt+Delete)

There are lessons for China's new leader, too. Xi Jinping has come to power suggesting
that China must embrace reform and show more respect for the rule of law. Now he has
the chance to demonstrate that he really means this. China claims the Mandiant report is
flawed and lacks "technical proof'. That is a missed opportunity. Though it goes against
every instinct of the secretive Communist Party, Mr Xi could acknowledge that cybercrime
emanates from state-sponsored entities and that his government will now rein them in. If
he does not, China will be taken less seriously when it decries the West's talk of a "China
threat". And Chinese companies will continue to be treated with suspicion when they seek
to buy or work with businesses abroad. China should bring its army of thieves to order.

Hh ] AT AR A B2 IR o > R WIAE I . s LA T SO, R
HEKIR. MAMAYISRIE A SRS Ao 1o FPIRR Sl a R IR A AT UL, R
Z BARNVEUEYE s XAHLLABN AR . X 4 foFn b LR RAVEAS A AN N — —1H
> R AT DUR N 2 AU SRR B 58 S p Al Sk, T ftk 650 -5 B BORF R SR TIn DU PR Ji 2R
AKX A8, T TEUE DT 7S 75 A o [ e IR T A B R R AR, 2 R R IR DL
Wy oAbl B 5 HA AR, HOR RSS2 B TRSE. o B B — X SRR E T



